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[bookmark: _Toc204260162]List of acronyms

AI Artificial Intelligence
BRC Biomedical Research Centre
CI Chief Investigator
CUH Cambridge University Hospitals
DAC Data Access Committee
Data team = Data and AI Research Governance Team
DOB Date of Birth
DP Data Protection
DPA Data Protection Act 2018
DSPT Data Security and Protection Toolkit
EHR Electronic Health Record
ERIN EHR Research and Innovation
GDPR General Data Protection Regulation
HRA Health Research Authority
ICD International Classification of Diseases
ICO Information Commissioner’s Office
IG Information Governance
IRAS Integrated Research Application System
ISO International Security Organisation	
LIP Localised Information Pack
MHRA Medicines and Healthcare products Regulatory Agency
MRN Medical Record Number
NHS National Health Service
NIHR National Institute for Health and Care Research
PACS Picture Archiving and Communication System
PI Principal Investigator
PIP Patient Involvement Panel
PO Patient Outcomes
PPI Patient and Public Involvement 
RDS Research Data Store
REC Research Ethics Committee
R&D Research and Development
SRCP Secure Research Computer Platform
UoC University of Cambridge

[bookmark: _Toc204260163]List of contacts

CUH R&D Data and AI Research Governance CUH.Dataresearch@nhs.net 
CUH R&D Research Governance cuh.research@nhs.net  
CUH Patient Outcomes cuh.patientoutcomes@nhs.net 
CUH R&D Finance cuh.rdfinance@nhs.net  
CUH Information Governance cuh.infogov@nhs.net 
CUH R&D Human Resources cuh.rdhonorary@nhs.net 
CUH R&D PPI cuh.ppi@nhs.net 
University of Cambridge Clinical School Research Governance team Research_Governance@medschl.cam.ac.uk 
University of Cambridge Insurance Office insurance@admin.cam.ac.uk 

What is/is not research?Research is: 
“The attempt to derive generalisable or transferable new knowledge to answer questions with scientifically sound methods including studies that aim to generate hypotheses as well as studies that aim to test them, in addition to simply descriptive studies”.


Routinely collected data resides in the Trust’s Electronic Health Record (EHR) systems, principally Epic. These data are used primarily for patient care but may also be used for a variety of secondary purposes including research, service evaluation and clinical audit. Research sits under a research governance framework while service evaluation and clinical audit sit under a clinical governance framework. Furthermore, research is registered with the Research and Development (R&D) department at the Trust while service evaluation and clinical audits are registered with the Patient Outcomes (PO) department. A key first step is to determine whether the proposed project is research or not. This is based on a number of factors, including whether the aims of the project are generalisable. There is national guidance on the differences between research, service evaluation and clinical audit, which is available by clicking here. Additionally, you can find a Health Research Authority (HRA) decision tool to determine if study is research here.

Furthermore,“Generalisable in this context means the findings can be reliably extrapolated from the study to a broader population of patients/service users and/or applied to settings or contexts other than those in which they were tested”. 


Projects using routinely collected data are research where the aim of the project is generalisable, including projects where Cambridge University Hospitals (CUH) is the only research site. The R&D and PO departments will review any borderline projects to reach a final decision.
This remainder of this document discusses research projects. Guidance on service evaluation and clinical audit is available on the Connect link here) or obtained from the PO department: cuh.patientoutcomes@nhs.net 

[bookmark: _Toc204260165]1. Background

The purpose of this document is to provide researchers with guidance on the National Health Service (NHS) Research Ethics Committee (REC) approved EHR Research and Innovation (ERIN) research database. The ERIN database is not a physical database, but rather a governance framework developed to review and approve data access requests for research projects wishing to use EHR data stored at CUH. This facilitates the safe use of de-identified patient level EHR data and systems for research, innovation and other projects aimed at improving health, treatment or services. The ERIN database covers patient-level data from the EHR, including, but not limited to, data from the electronic hospital notes system (Epic), the Picture Archiving and Communication System (PACS), and other relevant hospital information systems. A summary of the ERIN database is available on the HRA website here.
The ERIN database reviews all research at CUH using de-identified, routinely collected data or images without specific patient consent.
Whilst there may be some overlap, this researcher guidance is not intended to cover other types of research, research databases or requests for routinely collected data from consented studies. Please contact R&D for advice on other types of research by emailing cuh.research@nhs.net 
Under the ERIN database, the analysed dataset must be effectively anonymised. Please see section 3.3 for further information on anonymisation. 
Throughout this document, the Data and AI Research Governance team will be referred to as the data team for short.

[bookmark: _Toc204260166]2. Application process for the ERIN database 

[bookmark: _Toc204260167]2.1 Principles and initial points to consider

The following high-level principles apply to all applications to the ERIN database:
1. The dataset that is analysed should be de-identified in accordance with section 3.3.1
2. Data must be de-identified by the clinical care team, which includes the eHospital Clinical Informatics team. Data may be extracted manually from EHRs by members of the clinical care team or extracted in an automated way by CUH Clinical Informatics or the PACS team. It is unlikely to feasibly extract large datasets manually. Please see section 3.1 for more information on Clinical Informatics. 
3. A CUH contract does not necessarily make the staff member a member of the clinical care team. To be a member of the clinical care team the staff member must provide or support clinical care to the cohort of patients included in the study. This does not necessarily have to be on an individual patient basis, but it must be a cohort of patients whose records the staff member would legitimately access for clinical care purposes. In particular, having a research passport or letter of access would not make the individual a member of the clinical care team. 
4. Patients at CUH can request that their data are not used beyond their own care. An information sharing flag is then placed on the patient’s record in Epic. Flagged records must not be included in research datasets. Where the Clinical Informatics team are extracting the data, they will automatically exclude flagged records. Where data are extracted manually, the member of the clinical care team extracting data must check for any flags on EHRs. Furthermore, the study should be compliant with the national data opt-out. 
5. Where data are being used to develop or train AI/algorithms, there may be intellectual property implications for CUH. Please consult with CUH R&D as early as possible. 
6. De-identified data should be securely stored with access to de-identified data limited to the study team who require access in order to complete the research. 
7. For studies where the clinical care team are extracting data manually, it may be possible, to retain a pseudonymisation key, which links the de-identified data to identifiable data (e.g. NHS number or Medical Record Number (MRN)). The pseudonymisation key must be stored separately to the de-identified data, in a password protected CUH folder accessible only to the clinical care team and must only be retained for as long as it may be necessary to refer back to identifiable data. Where CUH Clinical Informatics extracts data, they will hold the pseudonymisation key and details of any other pseudonymisation methods used.
8. University of Cambridge (UoC) medical students wishing to undertake data research must join the study team of one of their supervisors’ existing studies. Wherever possible, students at other universities wishing to undertake data research should also join the study team of one of their supervisors’ existing studies. Joining an existing study will ensure that students are not disadvantaged by the time required to setup a new study. Please consult R&D early on if it is necessary to setup a new student project. 

[bookmark: _Toc204260168]2.2 Overview of governance review process

The following figure outlines the high-level process for data research at CUH. 
[image: ]
Figure 1: the high-level process for data research at CUH
The review process varies depending on sponsorship, and the next sections describe the documentation required for each situation. Please note, ERIN approval constitutes one part of the governance process and does not mean the study is ready to open.
Generally, the review process follows the following steps:
1. Data team receives the application/protocol and assigns local reference number 
2. Data team reviews the application/protocol against the 5 Safes, the anonymisation criteria and for any missing details. Data team communicates any queries/changes via email until the application/protocol reaches a satisfactory state for ERIN review
3. Data team schedules study for the next available Patient Involvement Panel (PIP) and Data Access Committee (DAC) meetings
4. Data team finalises minutes of said meetings and returns feedback to the researcher. Feedback must be addressed in application, or by email where appropriate, to constitute ERIN approval. The data team can usually accept the changes on behalf of the DAC. If the queries are more substantial, the study may return to the DAC if necessary and step 4 is repeated
5. Once the protocol/application is finalised, data team schedules study for Data Protection (DP) approval (organised by R&D weekly by email). Data team will check and request the signatures from the Principal Investigator (PI) and clinical lead, if not already present on the application. CVs of all relevant members will be requested if not already received
6. If the study requires an agreement, this will be sent for review to the relevant parties by this stage
7. Study is registered by this stage and once all prior items are finalised, the study is sent for quality check to the Research Governance Lead 
8. Research Governance Lead provides study approval, which is circulated to the study team and any other relevant teams, along with any agreements

[bookmark: _Toc204260169]2.3 ERIN Patient Involvement Panel and ERIN Data Access Committee

The ERIN PIP and DAC will review all applications for access to de-identified routinely collected CUH data.  The DAC and PIP meet at the beginning of each month, with papers sent out the prior week of the meeting. The DAC includes CUH information Governance (IG), the CUH Caldicott Guardian, Chief Research Information officer, Chief Clinical Information Officer and R&D representatives. DAC and PIP review also constitutes peer review and Patient and Public Involvement (PPI), however further review from other groups is encouraged. All applications must complete the ERIN Data Access Application Form or a study protocol. The DAC will review applications using the widely used 5 Safes framework. 
The data team will undertake an initial review of all application to ensure it is suitable for review and, if possible, address any issues the committee is likely to raise before the DAC meeting. Common issues include:
· Please ensure data are de-identified in accordance with section 3.3.1 or, where this is not possible, please provide justification for deviating from these principles. 
· Please outline the data storage location and the security in place. If data will be transferred using an electronic case report form or stored using a cloud computing service, please provide confirmation of where the server is located. CUH has a very strong preference to use UK or EU servers. CUH and the UoC have several approved storage options, including cloud services – see section 3.5.
· The data should be password protected and accessible only to the study team. Any pseudonymisation key retained should be stored separately from the clinical data.
· The dataset should be defined and not open-ended. Any free text fields should be manually redacted by a member of the care team.
The data team will provide you with the DAC outcome once it is available. The DAC may approve applications, approve in principle with comments or reject with an explanation. 


[bookmark: _Toc204260170]2.4 Sponsorship and required documents

All research involving NHS patients, staff, their tissue or their data requires a sponsor.  The sponsor is responsible for providing insurance for the study and the management of the overall project.
 The substantive employer of the Chief Investigator (CI) usually sponsors the study. Where CUH is the substantive employer of the CI and UoC facilities are not being used, CUH will sponsor the study. Where a member of CUH staff is undertaking a qualification from another university it may be possible for CUH to sponsor on a case-by-case basis.
The UoC and CUH will jointly sponsor studies if any of the following apply:
· The CI is substantively employed by the UoC and data from CUH are being used
· where research forms part of an educational qualification being awarded by the UoC

Students should not normally take on the role of CI, unless they are an experienced practitioner or manager undertaking an educational qualification, or a researcher completing a fellowship.  For more information, please see section 9.3 in the UK Policy Framework for Health and Social Care Research.

[bookmark: _Toc204260171]2.4.1 Cambridge-only studies

The ERIN database received generic ethical approval for research studies utilising de-identified routinely collected CUH data where the data remains within CUH or the UoC (with the exception of commercial research). Generic ethical approval means that the ERIN PIP and ERIN DAC can approve research projects where data is staying within Cambridge (CUH and UoC sites) without any further regulatory review required. To fall within the ERIN generic ethical approval, CUH must be the only NHS site, and the study must be CUH or UoC led. Pease note, an external academic site used purely for data analysis is permitted and would not classify as a research site.
For Cambridge-only studies, the following documents and approvals are required to open a study:
· ERIN Data Access Application or a protocol (a de-identified protocol template is available)
· PI signature and relevant clinical lead signature – either on the application or as separate forms provided
· PI and CI CV, and any members of the team accessing identifiable data
· Data Sharing Agreement if the UoC is a site (see section 2.7)
· An award letter, if any funding is available
· DP obtained by the governance team



[bookmark: _Toc204260172]2.4.2 Cambridge-led, multi-site studies

Cambridge-led, multi-site studies will require review by the ERIN PIP and ERIN DAC. Following ERIN review, HRA approval will be required for multi-site studies as ERIN general approvals do not cover other sites.
This will be sought through an Integrated Research Application System (IRAS) application. The sponsor will be required to provide a Localised Information Pack (LIP) to each site being set-up. The IRAS provide detailed guidance on what this includes here. General guidance for submission is also available here. Further guidance on IRAS completion for CUH and CUH/UoC sponsored studies is available from R&D.
In addition to the documentation listed in the above section, the following are required for approval of jointly sponsored studies:
· Confirmation of insurance from the UoC (by emailing insurance@admin.cam.ac.uk)
· Joint sponsorship letter arranged by the governance team, which is signed by UoC research governance once funding is confirmed

[bookmark: _Toc204260173]2.4.3 Hosted studies

Externally sponsored studies where CUH is a host research site will require review by the ERIN PIP and ERIN DAC as well as appropriate regulatory approvals for the sponsor’s jurisdiction. In the UK, this includes HRA approval. 
The sponsor must provide CUH with a LIP in order to begin study set-up. The local PI will need to confirm interest and conduct internal discussions with the governance team on any study-specific queries and concerns.
The data team will review international studies on a case-by-case basis and may consider equivalent regulatory approvals in the origin country, without the need for an IRAS application.

[bookmark: _Toc204260174]2.5 Protocol

For Cambridge-only studies, a protocol is not required, and the ERIN application form is sufficient. You may choose to complete a protocol, and the data team can provide a de-identified protocol template.
For studies outside of Cambridge, a protocol is required for IRAS submission. The data team can provide the aforementioned template on request, which is based on the HRA qualitative protocol. Further guidance on protocols is available on the HRA website here.


[bookmark: _Toc204260175]2.6 Patient and public involvement, and peer review

As part of ERIN review, the study will go through review by the PIP. However, this is a small patient panel and is not specific to the study patient cohort. Despite the retrospective nature, researchers should still give the patient voice due consideration and opportunity. It is encouraged that researchers seek PPI in the research acceptability, design, management, undertaking, analysis and/or dissemination of results. The application or protocol should be written in a lay friendly manner. Patient and public benefit is at the forefront of research within the NHS, and therefore transparency of the research to the public is vital.
Please see HRA guidance here for more information on public involvement.
Separate peer review is not necessary for single-site unfunded ERIN studies, and DAC review will form the necessary peer review. Funded projects will be peer reviewed within the funder organisation as part of the application. All multi-site projects require peer-review, and if not obtained through funding, you will need to arrange this through other means. For sponsored projects, if peer review is necessary through CUH, please inform the data team. 

[bookmark: _Toc204260176]2.7 Agreements, employment and funding

R&D can provide support with funding applications if you require funding for your research (e.g. for staff costs or AI development). Furthermore, R&D finance can assist with costings for research grants by contacting cuh.rdfinance@nhs.net. It is advisable to contact the data team early on to ensure that the proposed use of CUH data is likely to be possible. You should complete any funding applications before IRAS submission and REC review.
Anyone accessing de-identified data at CUH will require an NHS contract or a letter of access, including students. Please note that a CUH contract or letter of access does not permit access to identifiable data; access to identifiable data must always be limited to the clinical care team. Applications for a letter of access can be made prior to a study being approved but will not be issued until the study is approved. For information on obtaining a letter of access, please contact cuh.rdhonorary@nhs.net.  Further guidance on Honorary Contract Standard Operating Procedures is available on Merlin.
If the study requires transfer of data outside of CUH, including transfer to UoC, a data sharing and/or transfer agreement is required. For hosted studies, the sponsor should provide the agreement, and R&D legal will review this. For sponsored studies, the data team will advise on the appropriate agreement. 

[bookmark: _Toc204260177]2.8 Regulatory approvals for multi-site studies 

Single site CUH studies are covered by the generic approvals of the ERIN research database and do not require further regulatory approvals. 
All research involving NHS patients, staff, their tissue or their data requires HRA approval. However, research tissue banks, research databases or studies taking place in a non-NHS setting are exempt from HRA review. The HRA will provide a study-wide governance review to ensure the study is legally compliant. 
Alongside HRA approval, most research in the NHS also requires NHS REC approval; however, studies using routinely collected, de-identified data are usually exempt from this requirement. On a case-by-case basis where CUH, as sponsor, determine that the study raises material ethical issues, it may request REC review. 

[bookmark: _Toc204260178]2.9 AI and software research

Researchers wanting to use retrospective datasets to train, design or analyse machine-learning models, prediction models or any other type of AI will go through ERIN review. Proof-of-concept studies using anonymised data and staying within CUH and UoC will fall under ERIN ethics. If any other sites or commercial companies are involved, the study will need to go through IRAS. You may need to register the study as a medical device, early phase study, and may need Medicines and Healthcare products Regulatory Agency (MHRA) review. 
If you intend to use any type of AI or software that may be considered a medical device in research, please contact the data team as early as possible so the appropriate set-up can be done.
Detailed guidance and information on each stage of AI and medical device software research is available on the NHS AI and Digital Regulations Service page here – split into developers and adopters guidance. 
An interactive tool developed by the MHRA to help determine whether your software is a medical device is available here.

[bookmark: _Toc204260179]3. Data handling, storage and processing

[bookmark: _Toc204260180]3.1 Data extraction

Where an automated data extract is required, it is possible to have an initial feasibility discussion with Clinical Informatics simultaneously with obtaining research governance approvals. Clinical Informatics will not extract data until the study has received study approval and will only extract the dataset approved by the data team and listed in the approved study documentation. Any requests for further data will need approval from the data team. 
· Cohort definition: the Clinical Informatics team will require further precision on cohort definition than may be required by the data team in the application form. Cohort definition may take some time to work through with the Clinical Informatics team. For example, for a cohort of patients with a specific diagnosis or condition, Clinical Informatics will need to know whether this is recorded in the EHR as a diagnosis, test result or other measurement. Similarly, whether patients being ≥18 indicates current age or age at diagnosis, admission or treatment. 
· Location of the data in the EHR: researchers will need to work with the clinical team and Clinical Informatics to define the variables for extraction, including where the data are recorded in Epic, the exact names of a test result, measurement or procedure and whether there is a specific code (such as an International Classification of Diseases (ICD) code for diagnosis) to help identify a variable. Sometimes it is useful to provide screen-prints from the EHR (without identifiers).
· Data validation
· What will the data look like: the data supplied from the EHR will be raw data and may not be in the exact format you need. You will need to have the skills to transform data and link data together. Data will often be time-stamped and you will get multiple values where you only need one. For example, Clinical Informatics may provide you with multiple values for weight instead of a single value if a patient is weighed frequently during their hospital episode.
If data is manually extracted, this must be done by a member of the direct clinical team. Please see section 3.3 for more information on the requirements for anonymising the data.

[bookmark: _Toc204260181]3.2 Approval and data extraction

All required approvals must be in place before the study can start. HRA approval does not mean the study can start; approval from R&D at CUH is always the final step. You will receive an email with an approval letter from R&D.  
Standard conditions for the ERIN database are outlined in the ERIN approval letter and below:
• Data must be transferred/stored/analysed as per the approved application 
• No personal identifiable data should be used for analysis or transferred/stored outside of CUH. 
• Information from flagged patient records should not be included in research datasets. 
• All members of the care team who are involved with de-identifying patient data must have completed the mandatory CUHNFT DP training. 
• The data gathered will only be accessed by members of the study team and no data will be shared with any third party. Any use of the data or research collaboration not explicitly documented in the protocol must be discussed with the data team prior to any contractual negotiations or commencement. 
• No algorithm or prediction tool developed using data for this study should be used in clinical practice without the appropriate Trust and/or regulatory approvals. 
• The data team must be contacted if any product resulting from this study is to be commercialised. 
• All staff involved with the research must ensure that data is stored and processed in accordance with the Data Protection Act 2018 (DPA). 
• No data will be shared or transferred outside of CUH without a fully executed contract or agreement in place.
• All de-identification and data handling strategies discussed and agreed with CUH must be adhered to.
After the application has received approval, you may extract the agreed data. If you are extracting the data manually, the member of the clinical care team extracting data must only extract the agreed dataset as set out in the approved study documentation. Please discuss any further data extraction with the data team. When Clinical Informatics extracts data, the data team will validate the proposed extract to ensure it is compliant with the protocol.

[bookmark: _Toc204260182]3.3 De-identification of data

[bookmark: _GoBack]For both the UK General Data Protection Regulation (GDPR) and the common law duty of confidentiality, it is key to determine whether data are identifiable or not. Here it is important to consider the content (i.e. the data), the context (controls on usage) and the means reasonably likely to be available for re-identification. The means reasonably likely to be available may include a pseudonymisation key, other information the organisation holds or is publicly available; or personal knowledge which allows spontaneous re-identification. 
In some cases, the data that are analysed may be anonymous through content alone; however, this can be a difficult standard to achieve for research whilst maintaining the utility of the dataset. In other cases, the content of the data that are analysed may be pseudonymous; however, it may be possible to effectively anonymise the data through controlling the context using contractual and behavioural controls. Lastly, there may be cases where the data are so rich that it is not possible to effectively anonymise data and the data are therefore classed as pseudonymous in law. De-identified data is an umbrella term for all three states. In all cases, the generation of de-identified data will require the processing of personal and confidential data through accessing medical records.
Personal data must be stored for as little time as possible and should be de-identified at the earliest opportunity. Please see Information Commissioner’s Office (ICO) guidance on storage of personal data for further information.
Please find below outlined the de-identification standards and contextual safeguards.

[bookmark: _Toc204260183]3.3.1 De-identification of data

· Directly identifiable data fields must be replaced with a study specific pseudonym
· Letters should be used within the pseudonym for an NHS number to avoid confusion with original NHS numbers
· Any pseudonymisation key must be stored separately from the main dataset in a password protected Trust environment with limited and controlled access
· DOB is a strong indirect identifier and should be removed from datasets. Ideally DOB should be converted to age bands and if necessary, age may be acceptable depending on other variables
· Date of death should be converted to time elapsed or month and year
· Other specific dates (e.g. diagnosis, treatment, scans) should be removed where possible unless justified and specific consideration should be given to the impact of inclusion. Where sequencing is imperative, lapsed time or offset dates may be a suitable alternative
· Full postcode is a strong indirect identifier and should not be included in datasets. Ideally postcodes will be replaced with the relevant output data (such as Indices of Multiple Deprivation (IMD)) or first part of the postcode (outward code) if justified. However IMD ranks are suitable due to the high specificity
· Potentially identifying outlying values should be avoided. Upper/lower bands or small number suppression may be appropriate 
· Special consideration should be given to small group characteristics, including patients with rare diseases, or receiving unusual treatments and medicines. Small sample sizes will be considered as small groups
· Legally restricted codes should be removed unless there is a strong justification and specific assessment of this data – such as Gender Recognition and Human Fertilisation and Embryology codes
· Genetic data should be assessed to understand whether this includes data unique to the individual
· Special consideration should be given to free text data, as it is more difficult to ensure anonymity. Any free text fields will need to be manually reviewed redacted for potential identifiers by a member of the clinical team

[bookmark: _Toc204260184]3.3.2 Contextual safeguards
 
· Data sharing/transfer agreement in place – prohibiting re-identification, sharing/copying/linking data, use beyond agreed purpose
· Researcher(s) trained in data protection and duty of confidentiality
· Researcher(s) bound by employment contract with recipient organisation
· Researcher(s) bound by code of professional ethics/standards
· Policies and procedures regarding safe storage and use of data
· Culture protecting patient confidentiality (e.g. NHS)
· Cybersecurity equivalent to prevailing NHS standards
· Secure transfer method agreed
· Password protection/two-factor authentication in analysis location
· Access limited to approved/named researchers
· Copying/transferring data out of the analysis environment is disabled
· Destruction or return of data agreed/verified

[bookmark: _Toc204260185]3.4 Data transfer

Researchers must transfer any data using a secure and approved method – for example, NHS-to-NHS mail, direct upload to an approved database, or another method discussed with the data team. Transfer using physical portable drives or USBs must be reviewed and approved by IG. Transfer to non-NHS sites can be encrypted using the Egress for NHS mail add-on.
The data must be in an effectively anonymised form before leaving CUH. Therefore, it must not include any direct identifiers (such as MRN, Date of Birth (DOB) or name) and no data types or formats that are not permitted by ERIN. An agreement must be fully executed before any transfer can take place. 
No pseudonymisation key can be transferred out of CUH.



[bookmark: _Toc204260186]3.5 Data storage

Data must be stored in a secure environment meeting Data Security and Protection Toolkit (DSPT) and/or International Security Organisation (ISO) 27001 standards. The DPST is a self-assessment tool developed by NHS England, which assesses data security standards and performance of an organisation against the National Data Guardian standards. Each organisation accessing patient data must have completed the tool, renewed annually. The DSPT toolkit is available here. ISO 27001 is an international certification, which is similar to DSPT but reviews slightly different aspects. It can be used to demonstrate a standard of information security; further information is available here.
A secure environment at CUH may include an NHS network folder, drive or database, which is under CUH IT. Approved cloud storage may be used, please discuss with the data team. The data must be stored in an encrypted and password-protected folder, and only accessible to members of the care team. Any pseudonymisation key must be stored separately and not leave CUH.
Storage at UoC is currently only permissible at the Secure Research Computer Platform (SRCP) for data as the only ISO 27001 certified location. Images may be stored at the Research Data Store (RDS), separate to the data, with identifiers removed from images and metadata. 
Storage at other sites must be equivalent to NHS standards. If a DSPT compliance or an ISO 27001 certification cannot be confirmed, data storage standards can be discussed and confirmed on a case-by-case basis. The data team may request further anonymisation to ensure data cannot be re-identified.
Storage or access of any data that may be identifiable or not fully anonymised on any personal devices is not permitted. 

[bookmark: _Toc204260187]4. After your study is approved

[bookmark: _Toc204260188]4.1 Amendments

Please discuss any amendments to the approved application with the data team who will advise on any approvals needed.  The DAC may need to review any changes to dataset, study end date, patient cohort or patient numbers.

[bookmark: _Toc204260189]4.2 Communication and dissemination 

The data team will add basic information about your study to a list of approved studies on the National Institute for Health and Care Research (NIHR) Cambridge Biomedical Research Centre (BRC) website, found here. R&D can also assist with publicising study results at the end of the study. Please ensure that any press releases for the study are checked with the data team. 
Results derived from unconsented anonymised data should be published in an aggregated form such as summary statistics or similar. More information is available on the ICO guidance for anonymisation.
Please notify and discuss any data requests from other researchers as a result of publication with the data team.

[bookmark: _Toc204260190]4.3 End of Study

Please notify the data team when the study is completed. The data team will advise on anything that you may need to do to close the study. After the study is complete, the data should be stored and archived as per the retention period in the approved study documentation. Generally, we request that data is stored/archived up to 5 years and then destroyed. 
A justification for longer periods may be requested and considered. 



[bookmark: _Toc204260191]List of definitions

	Term
	Definition 

	Generalisable
	
Defined by the HRA as:

“Generalisable in this context means the findings can be reliably extrapolated from the study to a broader population of patients/service users and/or applied to settings or contexts other than those in which they were tested”


	Research
	
Defined by the HRA as:

“The attempt to derive generalisable or transferable new knowledge to answer questions with scientifically sound methods including studies that aim to generate hypotheses as well as studies that aim to test them, in addition to simply descriptive studies”


	Personal data
	
Defined in DPA 2018 as: 

“data which relates to an identified or identifiable natural person” 


	Anonymous data
	
Defined in DPA 2018 as:

“Data that does not relate to an identified or identifiable individual.”


	Anonymisation
	
Defined by the ICO as:

“The process of rendering data into a form which does not identify individuals either directly or indirectly and where identification is not likely to take place by any means reasonably likely.”


	Pseudonymous data
	
Defined by the ICO as:

“A form of data that uses a unique identifier, which does not reveal the ‘real world’ identity of the data subject. The pseudonymisation process reduces the links between individuals and the data that relates to them, but does not remove them entirely. While individuals may not be identifiable from the pseudonymous data itself, they can be identified by referring to other information held separately. Both the data set and the additional information are therefore still personal data.”


	Pseudonymisation
	
Defined by ICO as:

“Processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately, and is subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person.”


	De-identified data
	
Defined in Data Saves Lives as:

“A high-level definition covering pseudonymised, anonymised and aggregated data. The 3 states referred to are different states of de-identified data.”


	Clinical care team
	
Defined in the CUH Confidentiality of Personal Health Information Policy as:

“Health and social care professionals who provide direct care to the patients and others such as administration staff who directly support that care.”


	Confidential patient information
	
Defined in the NHS Act 2006 as:

“any information about any patient, alive or dead, that meets the following three requirements:

•is identifiable or likely to be identifiable, for example from other data likely to be held by the person or organisation receiving the data, if a patient could be identified from it

•was given in circumstances where the individual is owed an obligation of confidence

•conveys some information about the physical or mental health or condition of an individual, a diagnosis of their condition, or information on their care or treatment.”






[bookmark: _Toc204260192]References and further information

Better, broader, safer: using health data for research and analysis: https://www.gov.uk/government/publications/better-broader-safer-using-health-data-for-research-and-analysis
Cambridge BRC data research information: https://cambridgebrc.nihr.ac.uk/our-research/health-data-research-at-cuh/ 
CUH Connect Patient Outcomes guidance: https://www.cuhconnect.nhs.uk/our-structure/a-z-teams/chief-nurse/safety-and-quality-support/patient-outcomes-team/ 
CUH Confidentiality of Personal Health Information policy: http://merlin/Pages/Results.aspx?k=Confidentiality%20of%20Personal%20Health%20Information%20Policy 
Data saves lives: reshaping health and social care with data: https://www.gov.uk/government/publications/data-saves-lives-reshaping-health-and-social-care-with-data/data-saves-lives-reshaping-health-and-social-care-with-data#annex-e-glossary 
HRA definitions 	for using health and care data: https://www.hra.nhs.uk/planning-and-improving-research/research-planning/how-were-supporting-data-driven-technology/overview-legal-requirements-using-health-and-care-data-development-and-deployment-data-driven-technologies/5-definitions-alphabetical/ 
HRA Defining Research table: http://www.hra-decisiontools.org.uk/research/docs/DefiningResearchTable_Oct2017-1.pdf 
HRA ERIN overview: https://www.hra.nhs.uk/planning-and-improving-research/application-summaries/research-summaries/erin-ehr-research-and-innovation-database/
HRA “Is my study research?” decision tool: https://www.hra-decisiontools.org.uk/research/ 
HRA PPIE guidance: https://www.hra.nhs.uk/planning-and-improving-research/best-practice/public-involvement/ 
HRA protocol guidance: https://www.hra.nhs.uk/planning-and-improving-research/research-planning/protocol/ 
ICO Anonymisationguidance: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/anonymisation/about-this-guidance/ 
IRAS general guidance: https://www.myresearchproject.org.uk/Help/HelpPage.aspx 
IRAS Site specific information guidance: https://www.myresearchproject.org.uk/help/hlpsitespecific.aspx 
MHRA tool to determine whether software is a device: https://assets.publishing.service.gov.uk/media/64a7d22d7a4c230013bba33c/Medical_device_stand-alone_software_including_apps__including_IVDMDs_.pdf 
NHS AI and Digital Regulations Service for health and social care: https://www.digitalregulations.innovation.nhs.uk/ 
NHS England Data Security and Protection Toolkit: https://www.dsptoolkit.nhs.uk/ 
NHS England information governance and data protection: https://www.england.nhs.uk/long-read/information-governance-and-data-protection/ 
UK Policy Framework for Health and Social Care Research: https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/uk-policy-framework-health-and-social-care-research/#scope 

University of Cambridge RDS: https://docs.hpc.cam.ac.uk/storage/rds/index.html 
University of Cambridge SRCP: https://www.hpc.cam.ac.uk/secure-research-computing 
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